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Introduction 
  
All Open Arms Support Services Ltd (OASS) staff members must ensure they are familiar with 
the contents of this policy, which describes the standards of practice we require in the 
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management of our corporate records. It is based on current legal requirements and 
professional best practice.  All staff members need to keep some records, and patients and the 
public would rightly expect that OASS maintains records on its activities and decisions that 
affect OASS clinical activities in an exemplary way.  
 
Records and Documents are different.  Documents consist of information or data that can be 
structured or unstructured and accessed by people in OASS.  
 
Records provide evidence of the activities of OASS functions and policies. Records have strict 
compliance requirements regarding their retention, access and destruction, and generally have 
to be kept unchanged. Conversely, all records are documents.  A record can be in various 
formats including email, paper, digital, social media, videos and telephone messages.   Records 
are created to provide information about what happened, what was decided, and how to do 
things. Individuals cannot be expected or relied upon to remember or report on past policies, 
discussions, actions and decisions accurately all of the time. So, as part of their daily work they 
keep a record – by updating a register or database, writing a note of a meeting or telephone 
call, audio recordings of customer interaction or filing a letter or email – which ensures that they 
and their successors have something to refer to in the future.  
 
Records are a valuable resource because of the information they contain. High-quality 
information underpins the delivery of high-quality evidence-based healthcare. Information has 
most value when it is accurate, up-to-date and accessible when it is needed.  
 
An effective records management function ensures that information is properly managed and is 
available whenever and wherever there is a justified need for that information, and in whatever 
media it is required.  Records management is about controlling records within a framework 
made up of policies, standard operating procedures, systems, processes and behaviours. 
Together they ensure that reliable evidence of actions and decisions is kept and remains 
available for reference and use when needed, and that the organisation benefits from effective 
management of one of its key assets, its records. 
 
A records retention schedule is a control document.  It sets out the classes of records which 
OASS retains and the length of time these are retained before a final disposition action is taken 
(i.e. destruction or transfer to The Archives).  It applies to information regardless of its format or 
the media in which it is created or might be held.  All staff members should be familiar with this 
records retention schedule and apply retention periods to records. A records management 
policy is a cornerstone of effective management of records in an organisation. It will help to 
ensure OASS keeps the records it needs for business, regulatory, legal and accountability 
purposes.  
 
The purpose of this policy is to establish a framework in which OASS’ records can be managed, 
and to provide staff members with a high-level overview of the legal obligations that apply to 
OASS records. 
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Background 
 
OASS will take actions as necessary to comply with the legal and professional obligations set 
out for records, and in particular:  

• Public Records Act 1958  
• General Data Protection Regulation (GDPR) 2018 
 • Freedom of Information Act 2000  
• Access to Health Records Act 1990  
• Regulation of Investigatory Powers Act 2000  
• Records Management Code of Practice for Health and Social Care 2016  
• NHS Information Governance: Guidance on Legal and Professional Obligations 

  
The Public Records Act 1958 is an Act of Parliament to make new provision with respect to 
public records and the Public Record Office, and for connected purposes. It includes duties 
about selection and preservation of public records, places of deposit, access and destruction. 
 
GDPR is a regulation in European Union law on data protection and privacy for all individuals 
within the European Union. It also addresses the export of personal data outside of the 
European Union. The GDPR aims primarily to give control to the citizens and residents over 
their personal data. 
 
The Freedom of Information Act 2000 is an Act of Parliament that makes provision for the 
disclosure of information held by public authorities or by persons providing services for them. 
The Lord Chancellor’s Code of Practice on the management of records is issued under section 
46 of this Act. 
 
The Access to Health Records Act 1990 is an Act of Parliament that regulates access to the 
health records of a deceased person.  
 
The Regulation of Investigatory Powers Act 2000 which permit the 'interception' of 
communications.  Such interception must be proportionate to the needs of the organisation, 
society and the users of the communication system. 
  
The Records Management Code of Practice for Health and Social Care 2016 was published 
by the Information Governance Alliance in July 2016.  It is a best practice guide for the 
management of records for those who work within or under contract to NHS organisations in 
England. They are based on legal requirements and professional best practice. 
 
NHS Information Governance: Guidance on Legal and Professional Obligations provides 
guidance on the range of legal and professional obligations that affect the management, use 
and disclosure of information. 
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Failure to comply with regulations stated in paragraph could result in reputational damage to 
OASS and carries financial penalties of up to £500,000 imposed by the Information 
Commissioner.  This policy applies to all employees and must be strictly observed. Failure to do 
so could result in disciplinary action.   
  
Scope 
 
All staff employed by Open Arms Support Services Ltd, Contractors, Volunteers, Governors and 
Non-Executive Directors who have access to records. 
  
Roles and Responsibilities 
 
The Clinical Director and senior management (as it develops) are accountable for Records 
Management within OASS. This includes responsibility for ensuring that this policy is 
implemented, operational responsibility for the overall development and maintenance of the 
policy, including ensuring that this policy complies with legal and regulatory edicts.They are also 
responsible for providing learning and development with key learning points from this policy and 
for monitoring compliance with the policy to assess its overall effectiveness. Responsibility for 
ensuring that records created by OASS are stored securely and that access to them is 
controlled lies with the business coordinator/ Data Protection Officer 
  
 Roles and responsibilities are outlined in Appendix  A.  
 
All staff are responsible for keeping a record of any significant business transaction conducted 
as part of their duties for OASS.  The record should be saved appropriately, a retention period 
assigned and access controls applied if necessary. 
  
  
Corporate Level Procedures 
 
This Policy covers the management of both documents and records in OASS.. The policy sets 
in place the strategic governance arrangements for all documents and records produced and 
received by OASS in accordance with agreed best practice as well as the principles established 
in ISO 15489 (the International British Standard for Records Management).  
 
This policy is mandatory and applies to all information in all formats. It covers all stages within 
the information lifecycle, including create/receive, maintain/use, document appraisal, declare as 
a record, record appraisal, retention and disposition.  
 
Staff members must not alter, deface, block, erase, destroy or conceal records with the intention 
of preventing disclosure under  a request relating to the Freedom of Information Act 2000 or the 
Data Protection Act 1998.   Staff members are expected to manage records about individuals in 
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accordance with this policy irrespective of their race, disability, gender, age, sexual orientation, 
religion or belief, or socio-economic status.   Where records contain any abbreviations or 
acronyms, these need to explained in full in every documentation. Likewise, individuals 
mentioned, need to have their full name and role/relationship to the service user stated in every 
documentation.  
  
Records and Information Life Cycle Management 
 
Records and Information Management plays an integral role within OASS as it underpins 
effective information sharing within our organisation and externally to patients and suppliers. 
The law requires certain records to be kept for a defined retention period; however records are 
used on a daily basis for internal purposes to help make decisions, provide evidence, etc. Using 
the bullet points below, you can learn more about each of the 5 steps in the Records Life Cycle.  
  
  
  
  

● Stage 1: Creation and Receipt :This part of the life cycle is when we put pen to paper, 
make an entry into a database or start a new electronic document. It is known as the first 
phase. It can be created by internal employees or received from an external source and 
it is complete and accurate. 

 
● Stage 2: Distribution:  Distribution is managing the information once it is created or 

received whether it is internal or external. It occurs when records are sent to someone 
for which they were intended or were copied. Records are distributed when photocopied, 
printed, attached to an email, hand delivered or regular mail, etc. After records are 
distributed, they are used.  

 
● Stage 3: Use: This stage takes place after information is distributed. This is when 

records are used on a day to day basis to help generate organisational decisions, 
document further action or support OASS operations. It is also considered the Active 
Phase. 

 
● Stage 4 Maintenance: Maintenance is when records are not used on a day to day basis 

and are stored in the Records Management system. Even though they are not used on a 
day to day basis, they will be kept for legal or financial reasons until they have met their 
retention period. The maintenance phase includes filing, transfers and retrievals. The 
information may be retrieved during this period to be used as a resource for reference or 
to aid in a business decision. Records should not be removed from a Records 
Management system; the information should be copied and tracked to ensure no 
amendments were made. 

 

7 



 
 

● Stage 5 Disposition: Disposition is when a record is less frequently accessed, has no 
more value to OASS or has met its assigned retention period. It is then reviewed and if 
necessary destroyed under confidential destruction conditions.  Not all records will be 
destroyed once the retention period has been met. Any records that have historical value 
to OASS will be retained for 20 years, where they will be kept for the future of the 
organisation and may never be destroyed.  This is the final phase of a records lifecycle.  

 
 If you are unsure whether your records have historical value, please get in touch with the 
Clinical Director. 
  
Record Retention Schedule 
 
Keeping unnecessary records wastes staff time, uses up valuable space and incurs 
unnecessary costs. It also imposes a risk liability when it comes to servicing requests for 
information made under the GDPR and/or the Freedom of Information Act 2000. Moreover, 
compliance with these acts means that, for example, personal data must not be kept longer than 
is necessary for the purposes for which it was collected. 
 
Records should only be destroyed in accordance with the OASS Corporate Records Retention 
and Disposal Schedule.  It can be a personal criminal offence to destroy requested information 
under either the GDPR or the Freedom of Information Act. Therefore, OASS needs to be able to 
demonstrate clearly that records destruction has taken place in accordance with proper 
retention procedures.  
 
The Code of Practice on Records Management, issued under Section 46 of the Freedom of 
Information Act 2000, requires that records disposal 'is undertaken in accordance with clearly 
established policies that have been formally adopted'. The OASS Corporate Records Retention 
and Disposal Schedule is a key component of OASS information compliance and allows it to 
standardise its approach to retention and disposal. The recommended retention periods shown 
on the OASS Corporate Records Retention and Disposal Schedule apply to the official or 
master copy of the records. Any duplicates or local copies made for working purposes should be 
kept for as short a period of time as possible. Duplication should be avoided unless absolutely 
necessary. It should be clear who is responsible for retaining the master version of a record and 
copies should be clearly marked as such to avoid confusion.  
 
Some types of records which may be created and kept locally are the responsibility of the local 
department, but may be found under a different function on the retention schedule: for example 
where recruitment is carried out by departments, the department shall be responsible for 
ensuring the disposal of the records relating to unsuccessful candidate, this type of record is 
listed under Human Resources in the retention schedule.  
 
Records involved in Investigations, Inquiries, Litigation and Legal Holds 
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 A Legal hold, also known as a litigation hold, document hold, hold order or preservation order is 
an instruction directing employees to preserve (and refrain from destroying or modifying) certain 
records and information (both paper and electronic) that may be relevant to the subject matter of 
a pending or anticipated lawsuit, investigation or inquiry.  Organisations have a duty to preserve 
relevant information when a lawsuit, investigation or inquiry is reasonably anticipated.  Staff 
must immediately notify the Clinical Director if they have been notified of a Litigation, 
Investigation or Inquiry or have reasonable foresight of a future Litigation, Investigation or 
Inquiry as this could result in records being held beyond their identified retention period.  
The Business coordinator will use this information and log details of the records which have 
been placed on hold. 
 
The Legal Hold decision will be determined by the Clinical Director/Senior Management. When 
a Legal Hold is terminated, Records previously covered by the Legal Hold should be retained in 
accordance with the applicable retention period under this policy without regard to the Legal 
Hold, and retained Non-Records or Records not previously subject to retention may be 
destroyed.  
 
Record Naming and Good Practice 
 
Record naming is an important process in records management and it is essential that a unified 
approach is undertaken within all areas of OASS to aid in the management of records. 
 
Staff members should refrain from naming folders or files with their own name unless the folder 
or file contains records that are biographical in nature about that individual, for example, 
personnel records. The OASS standard naming convention, see Appendix C, must be used for 
the filename of all electronic documents created by OASS staff members from the 
implementation date of this policy.  
 
Good record keeping should prevent record duplication. Staff members should ensure team 
members have not previously created a record prior to initiating a new document. Good record 
keeping requires information to be recorded at the same time an event has occurred, or as soon 
as possible afterwards. Clinical notes must be written on the service user electronic file within 
twenty four hours of the appointment. Failure to do so may result in disciplinary action and 
considered as gross misconduct.  
 
Staff members should ensure their handwriting is legible when making entries on paper records. 
Staff members should ensure records are relevant including their opinions about individuals, as 
the individual has the right gain access to their records via a Subject Access Request under the 
GDPR. 
 
Be aware when redacting Microsoft Word documents electronically by using the black highlight 
text tool as this process is reversible.  A Microsoft Word file converted into PDF can be easily 
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read merely by copying it from PDF back into Word.  Best methods of redaction include cover 
up tape, specific blacking pen or scalpel.  
  
 Record Maintenance  
 
Electronic documents and records should be maintained in accordance with this Document and 
Records Management Policy and the overarching Information Management Strategy and 
Delivery Plan. 
 
At the present time there is no national external data storage organisation for paper records. 
OASS aims to be a largely paperless organisation and electronic records are kept on G-Suite. 
Records which need to remain in paper format are often ‘Sealed’ contract records which are 
usually identified by an embossed stamp and are executive level.  
 
The movement and location of paper records should be controlled to ensure that a record can 
be easily retrieved at any time. This will enable the original record to be traced and located if 
required and must be held in a shared location.  
 
Paper file storage must also be safe from unauthorised access and meet fire regulations. 
Records held in electronic format within G-Suite have regular back-up copies scheduled and 
undertaken on a daily basis by Google.  
  
Record Access 
 
There are a range of statutory provisions that give individuals the right of access to information 
created or held by OASS such as a data subject access request, Freedom of Information 
request and correspondence on how a decision was made.  The GDPR allows individuals to 
find out what personal data is held about them. The Freedom of Information Act 2000 gives the 
public the right of access to information held by public authorities.  
 
Record Disclosure 
 
There are a range of statutory provisions that limit, prohibit or set conditions in respect of the 
disclosure of records to third parties, and similarly a range of provisions that require or permit 
disclosure. Only certain staff members have the authority, which is dictated by their role, to 
disclose records. Staff members with this authority should make a record of any copies of 
records they have disclosed, and to whom. 
  
 
 
 
Record Closure 
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Records should be closed, for example, made inactive and transferred to secondary storage as 
soon as they have ceased to be in active use other than for reference purposes, in the case of 
paper corporate records.  Electronic corporate records should be stored in G-Suite and retention 
applied. 
 
OASS has a Records Retention and Disposal Schedule, saved within the G-Suite, which will 
help you apply timescales to your records to ensure records are not kept longer than necessary. 
If a record is deleted / destroyed once its retention period has been reached, then a Records 
Disposal Certificate must be completed and saved in order to prove that the record existed, met 
its retention and was then disposed of.  See Appendix F for a copy of the Record Disposal 
Certificate.  Records from August 2017 onwards should be held within the G-Suite. A Record 
Disposal Certificate needs to be created manually when a record is deleted from the system by 
the business coordinator.  
  
Record Appraisal 
 
Appraisal refers to the process of determining whether records are worthy of permanent archival 
preservation.The purpose of the appraisal process is to ensure the records are examined at the 
appropriate time to determine whether or not they are worthy of archival preservation, whether 
they need to be retained for a longer period as they are still in use, or whether they should be 
destroyed. Appraisal should only be undertaken after consultation with the Clinical Director and 
Data Protection Officer.  
 
It is the responsibility of the staff member who is leaving their current post or the organisation, 
and their Line Manager, to identify as part of the exit procedure specific records that should be 
retained in line with OASS’ Record Retention and Disposal Schedule. These records should 
then be transferred securely to the Team Drive on G-Suite and any non-work related records 
disposed of. 
  
Record Transfer 
 
Records selected for archival preservation and no longer in regular use by OASS should be 
transferred to an archival folder in G-Suite, for example a ‘closed cases/ inactive cases’. 
 
Following implementation of the Constitutional Reform and Governance Act 2010, in particular 
Part 6: Public Records and Freedom of Information, inactive records are required to be 
transferred no later than 20 years from the creation date of the record, as required by the Public 
Records Act 1958.  
 
 
 
Record Disposition 
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Disposal is the implementation of appraisal and review decisions and the term should not be 
confused with destruction. A review decision may result in the destruction of records but may 
also result in the transfer of custody of records, or movement of records from one system to 
another. 
 
Records should not be kept longer than is necessary and should be disposed of at the right 
time. Unnecessary retention of records consumes time, space and equipment use, therefore 
disposal will aid efficiency.  Staff members must regularly refer to OASS’ Record Retention and 
Disposal Schedule saved within G-Suite. Unnecessary retention may also incur liabilities in 
respect of the Freedom of Information Act 2000 and the Data Protection Act 1998. If OASS 
continues to hold information which we do not have a need to keep, we would be liable to 
disclose it upon request. The GDPR also advises that we should not retain personal data longer 
than is necessary. The accounts (mailbox and personal folder) of staff members who have left 
employment with OASS will be deleted immediately unless there are extenuating 
circumstances, for example, an Employment Tribunal claim or litigation case. This will ensure 
best utilisation of server space, as well as to ensure that records are not held in excess of their 
retention period. It is the Line Manager’s responsibility to notify the Business Coordinator of 
accounts that should not be deleted. 
 
Staff members must seek specialist advice from when considering destruction of the 
organisation’s records through a commercial third party. Staff members must seek specialist 
advice from the data protection officer when considering off-site storage of the organisation’s 
records with a commercial third party.  
 
Short-lived documents such as telephone messages, notes on pads, post-its, e-mail messages, 
texts, etc do not need to be kept as records.  If they are business critical they should be 
transferred to a more formal document which should be saved as a record and placed within 
G-Suite. 
  
Scanning 
 
For reasons such as business efficiency and/or to address problems with storage space, staff 
may consider the option of scanning paper records into electronic format.  
 
Records Security: Work Base, Home Working, Agile Working 
 
All person identifiable data or commercially sensitive data must be saved with appropriate 
security measures. Staff must not use home email accounts or private computers to hold or 
store any sensitive records or information which relates to the business activities of OASS. 
 
Removable Media must be OASS owned and encrypted.  Ideally, person sensitive data should 
not be stored on any removable media, however if there is no other option ensure this data is 

12 



 
 

stored on a corporate encrypted device and deleted once transferred to identified secure area 
folder.  
 
When printing paper records, especially sensitive documents, ensure appropriate measures 
have been taken in collecting all documents immediately after printing. OASS has a Safe Haven 
procedure in order to ensure that staff are aware how to receive personal information in a 
secure manner at a protected point. 
 
When transferring data, ensure security measures and precautions have been actioned by the 
sender and receiver.  A robust contract or Service Level Agreement should be in place detailing 
responsibilities if the information is being transferred to a third party. 
 
Never leave your computer screen open when unattended.  
 
Distribution Plan 
 
This document will be made available to all Staff by sharing the document in G-Suite. The policy 
can then be found in the Policy folder of the Team Drive. 
  
Training Plan  
 
Information Governance is a mandatory training programme and can be accessed via: 
 

www.https://elearning.nsahealth.org.uk 
  
 
Monitoring Compliance with the Policy 
 
The Business Coordinator/ Data Protection Officer will conduct regular audits. 
 
 
Appendix A: Roles and Responsibilities 
 
 
Director - responsible to lead by example , demonstrating accountability for compliance with the 
GDPR and promoting a positive culture, within Open Arms Support Services, for data protection. 
Taking the lead when assessing any impacts to Open Arms Support Services and they will help 
to drive awareness amongst all staff regarding the importance of exercising good data 
protection practice. 
Data Protection Lead (DPL) - responsible for informing and advising Open Arms Support 
Services and its employees about their obligations to comply with the GDPR and other data 
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protection laws; monitor compliance with GDPR and other data protection laws, including 
managing internal data protection activities, conducting internal audits, raising awareness and 
training internal staff, act as the contact point for ,and to cooperate with the ICO, and to consult 
on any data protection matters; and be the contact point for individuals whose data is processed 
(employees, customers) 
Business Coordinator - liaise with staff at all levels as well as customers (inc parents and 
schools), the Information Commissioner's Office (ICO) and any other relevant third parties.  Help 
to identify any breaches within Open Arms Support Services and report them to the data 
protection lead. 
Clinician - is responsible for ensuring that the Data Protection Policy and other relevant policies 
are implemented at all times. They will share information, either verbal or written, with those 
individuals who you have consented to accessing your information. This will be on a 
need-to-know basis with the intention of achieving the best possible therapeutic outcomes. 
Clinicians are also responsible for coordinating information in relation you/ your child to create 
an evidence-based intervention. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Appendix B: Disposal Certificate 
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Disposal of Records 

 

Name  Date  

 

Title of record (list all)  

Format 
(electronic/paper) 

 

Reason for disposal  

Method of disposal 
(tick relevant box) Destruction                               Transferred to Archive  

If destroyed, method 
of destruction 

 

Date of disposal  

Authority  

Not subject to current 
information request 
(tick once checked) 
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